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If you know your enemies and know yourself, you can win a hundred battles without a single loss.
-- Sun Tzu,
Tzu The Art of War, 500 BC

1. Motivation
In many situations where classifiers
are deployed, adversaries deliberately
manipulate data in order to reduce
the classifier’s accuracy. The most
prominent example is email spam,
where spammers routinely modify
emails to get past classifier-based
spam filters.
After observing the adversaries’
strategies, extensive investigations
that bring forward anti-manipulation
classifiers such as robust spam filters
are in high demand.

2. Methods
We introduce a new Stackelberg
game to model the interaction
between the adversary and the data
miner, and show how to infer the
equilibrium strategy.
We propose the use of genetic
algorithms to solve the Stackelberg
game where the players do not know
each other’s payoff function.

3. Definitions
 A game is played between two
players: the Leader L (the spammer)
and the Follower F (the data miner).
 Define sets of actions (strategies),
U and V for L and F respectively.
 We denote payoff functions by JL
and JF such that each Ji (i=L,F) is a
twice-differentiable mapping Ji (U, V)
→ R, where R stands for reaction.
 Thus the reaction function of L is:

5. Genetic Algorithms (GA)
 We use GA to solve for the reaction
function of L, where the solution yields the
Stackelberg equilibrium game.
 The final generation of GA contains the
best transformations for an adversary.

7. Conclusions
 The data miner should make more use of
features that are more expensive to be
transformed.
 The adversary will tend to make further
transformation at Stackelberg equilibrium
when the penalty of reconstructing
classifiers is high.

4. Classification Problems
 We denote spams by P(μ1, σ) and
legitimate emails by Q(μ2, σ). Then L
plays by moving μ1 to μ1+u (towards
μ2) as shown in Figure 2b.
 We use Kullback-Leibler divergence
to estimate the effects of u on P:

where q is the number of features in
an attribute.

8. References
6. Experiments
We use the parameter α to determines the
strength of the KLD penalty, and β to control
the strength of the cost of the classifier’s
boundary adjustment. The effects of these
two parameters are shown in the above
table.
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